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ABSTRACT

Large language models (LLMs) have achieved remarkable performance in natural language process-
ing tasks, yet they still suffer from hallucinations, i.e., the generation of factually incorrect, incon-
sistent, or nonsensical information. Hallucinations undermine trust and limit the applicability of
LLM-based systems especially in high-risk scenarios, such as personal healthcare or legal support.
To address this issue, knowledge graphs (KGs) have increasingly been adopted as external sources of
trustworthy knowledge for detecting and mitigating hallucinations throughout the LLM lifecycle. In
recent years, the number of proposed approaches for reducing hallucinations with KG support have
rapidly increased, generating a vast landscape of solutions, emerging trends, and opportunities for
future research. In this survey, we present a literature review on reducing LLLM hallucination with
KGs, presenting a comprehensive taxonomy to organize existing methods according to the stage at
which the KG intervention occurs: during model training, at inference time, or after generation.
We discuss approaches for hallucination detection and mitigation, as well as KG-based benchmarks
for evaluating and assessing LLM hallucinations. Finally, we highlight open challenges (e.g., KG
incompleteness, cultural and language coverage, efficiency) and future research directions towards
the development of more reliable, explainable, and factuality-aware KG-supported LLMs.
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1 Introduction

Large language models (LLMs), such as GPT-4 [122], Gemini [158}/159], and LLaMA [165}/166], achieve state-of-
the-art performance in natural language processing across a wide range of tasks, including machine translation [204],
information retrieval [207]], code generation [76]], and others [[12}21]. However, despite these advances, LLMs still
suffer from hallucinations, i.e., the generation of content that is factually incorrect, internally inconsistent, or entirely
nonsensical, yet plausible and expressed with a confident tone [70,/199]]. For instance, when asked about Einstein’s
Nobel Prize in 1921, an LLM may confidently state that the prize was awarded for the theory of relativity, while in
fact it was awarded for Einstein’s study on the photoelectric effect. Figure [I] provides an overview of the main types
of LLM hallucinations, distinguishing between factuality hallucinations (i.e., inaccuracies regarding external world
knowledge [70]) and faithfulness hallucinations (i.e., deviations from the internal contextual knowledge [70]).

While LLMs offer great potential for task automation, their widespread adoption and the increasing trust of users
in LLM-based chatbots (e.g., ChatGPTﬂ and ClaudeEb raise concerns about reliability and safety, especially when
these systems are treated as authoritative sources of knowledge [74]]. Hallucinations favor misinformation, reduce
trustworthiness, and severely limit the deployment of LLM-based systems in high-risk scenarios, such as personal
healthcare or legal support [9]. For instance, a model that incorrectly suggests a drug dosage can directly harm the
safety of individuals. The recent introduction of retrieval-augmented generation [96] sparked hope about reducing
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Figure 1: Overview of the main types of LLM hallucination.

hallucinations by grounding responses in external sources (e.g., web pages). However, web-based retrieval-augmented
systems — such as the recently-introduced Google Al Overviewsﬂ— proved that hallucinations are still an open problem,
as exemplified by a number of harmful suggestions, such as adding glue to pizza or eating a small rock every day [144]].

In response to these challenges, numerous recent studies investigated the integration of LLMs with knowledge graphs
(KGs), serving as external sources of structured and trustworthy knowledge [3L/89]]. KGs represent factual knowledge
as semantic triples of the form (subject, relation, object), and contain machine-readable representations of real-world
entities and relationships [64] curated from trustworthy sources (e.g., Wikipedia). Different types of KGs can provide
different types of supporting knowledge, including encyclopedic (e.g., Wikidata [[172], DBpedia [8]], and YAGO [153])),
commonsense (e.g., ConceptNet [[I51], ATOMIC [143]])), and domain-specific KGs (e.g., UMLS with biomedical
knowledge [|17]).

In recent years, the number of proposed approaches has substantially increased, generating a vast landscape of solu-
tions, emerging trends, and research opportunities [3,/89]. In this paper, we propose a comprehensive discussion of
KG-supported approaches for detecting and mitigating LLM hallucinations. To systematically classify and compare
existing solutions, we introduce an updated taxonomy of approaches inspired by previous literature [89] and grounded
in the stages of the LLM lifecycle: pre-generation (i.e., at training-time), in-generation (i.e., during inference), post-
generation (i.e., verification and mitigation of the LLM output), and evaluation benchmarks. To systematize our
review and guarantee the reproducibility of the results, we follow a structured survey methodology based on the
PRISMA guidelines [126].

In the second part of this paper, we discuss open challenges in reducing LLM hallucinations with KGs, including the
reconciliation of approaches for mitigating factuality and faithfulness hallucinations, the problem of overcoming KG
incompleteness, and the challenge of scalability with respect to time and cost efficiency. Moreover, we introduce a
range of research directions to encourage future papers in this area, e.g., the coordination of multiple KG sources, the
role of cultural bias and linguistic variety in hallucination detection, the importance of interpretability techniques to
explain factual errors, and the necessity to shift LLM training goals to prioritize factual accuracy [80]. Our work is
motivated by the following research questions:

RQ1: What are the current KG-supported approaches to reduce hallucinations in LLMs, and what are their strengths
and limitations?

RQ2: How can KG-supported approaches for detecting and mitigating LLM hallucinations be systematically classified
across the LLM lifecycle stages?

RQ3: What are open challenges and future research directions in reducing LLM hallucinations with KG support?
In response to these questions, this paper offers the following contributions: i) a comprehensive review of KG-

supported approaches for reducing LLM hallucinations, conducted following a structured survey methodology based
on the PRISMA guidelines [[126]); ii) an updated taxonomy to classify existing approaches across the LLM lifecycle

*https://search.google/ways-to-search/ai-overviews/
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Table 1: Comparison of related survey papers on reducing LLM hallucinations with KG support. Legend: LLM =
Large Langue Models, PLM = Pre-trained Language Models. The symbol < indicates partial content coverage.

Survey Detection Mitigation Taxonomy Reproducible Scope Year
Agrawal et al. [3] Ve v v X PLM,LLM 2024
Yang et al. [190] X v X PLM 2024
Lavrinovics et al. [89] v X LLM 2025
Wagner et al. [173] X v X v LLM 2025
This Survey v v v v LLM 2026

stages of pre-generation, in-generation, post-generation, and evaluation; iii) a discussion of open challenges and fu-
ture research directions at the intersection of KGs and LLM hallucination reduction. To the best of our knowledge,
this is the first survey that systematically classifies recent advances in reducing hallucinations with KGs, following a
structured methodological approach to review the literature.

Related Surveys Previous surveys focused on the general interplay of LLMs and KGs [72,|127,[128]], on specific
KG-based techniques (e.g., retrieval-augmented generation from graphs [58L/130]]), or specific natural language tasks
supported by KGs (e.g., knowledge graph question-answering [112]]). Several works presented a comprehensive and
general overview of LLM hallucinations and mitigation methods [[70L[74}|199]]. However, only few survey papers have
focused specifically on the role of KGs in mitigating LLM hallucinations. Two papers [3,[190] present an overview
on reducing hallucinations with KG support. Both have been published in early 2024, primarily focusing on smaller
pre-trained language models (e.g., BERT [36]), rather than today’s multi-billion-parameter LLMs (e.g., GPT-4 [122]).
Another recent survey adopts a systematic approach to survey the literature, but limiting the analysis to KG-based
interventions during LLM inference, rather than the entire LLM lifecycle [173]. Finally, [89] provides a clear and
detailed discussion on KG-based mitigation solutions, although lacking both a systematic methodological framework
and a comprehensive taxonomy of the discussed approaches. Table[I]provides a comparative overview of the related
surveys.

Paper Outline The rest of the paper is organized as follows. Section 2] provides an overview of background defini-
tions on LLMs, KGs, and hallucinations. Section[3|presents the survey methodology adopted. Section[d]introduces our
new taxonomy and reviews the selected KG-supported solutions for reducing LLM hallucinations. Section[5]discusses
the main open challenges and future directions in the research area. Finally, Section [f] concludes the paper.

2 Preliminaries

In this section, we introduce important preliminary notions and terminology about LLMs, knowledge graphs, and
hallucinations.

2.1 Large Language Models

Pre-trained language models (PLMs) are deep-learning models trained on large unlabeled corpora to learn general
language representations, primarily based on the transformer architecture [170]. Depending on their architecture,
PLMs are commonly categorized into: i) encoder-only models for representation learning and discriminative tasks,
for general purpose and specific domains (e.g., BERT [36]], RoOBERTa [[105]], BioBERT [92])), ii) decoder-only models,
or generative models, specialized for text generation (e.g., GPT [[135]], Llama [[165]], Gemini [158]]), and iii) encoder-
decoder models for sequence-to-sequence learning (e.g., TS5 [136[], BART [95]). Generative PLMs can be further
categorized into large language models (LLMs) and small language models (SLMs) according to their size. LLMs
contain billions of parameters and show strong general-purpose capabilities, whereas SLMs contain less parameters to
prioritize computational efficiency [14]]. In this paper, PLM refers to encoder-only models (e.g., BERT), while LLM
refers to large-scale generative decoders. The knowledge acquired by LLMs is commonly referred to as parametric,
implicit, or internal knowledge, as it is encoded within the parameters rather than through explicit symbolic representa-
tions. LLMs are trained on large-scale multilingual web corpora, encyclopedic resources, and code repositories [[102]].
However, these data often contain copyright issues [88]], social bias [[119]], and factual inaccuracies [70], raising con-
cerns about LLM trustworthiness and security. These issues are a main driver for enhancing LLMs with KGs, which
contain more curated and trustworthy knowledge [190].
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A fundamental characteristic of modern LLMs is their ability to solve downstream tasks through prompting rather
than task-specific fine-tuning [20]. LLMs exhibit so-called emergent abilities that appear only in sufficiently large
models [[179], including instruction following [[125/[129], in-context learning [|39]], and chain-of-thought (CoT) reason-
ing [[180]. In-context learning enables models to infer tasks directly from prompt without parameter updates, e.g., by
few-shot [20] and zero-shot learning [83]], while CoT fosters multi-step reasoning [180]]. Variations of CoT, such as
self-consistent CoT [[178]], tree-of-thought [[191]] and graph-of-thought [192]], extend reasoning via multiple candidate
paths, branching, and graph-structures.

2.2 Knowledge Graphs

While the term knowledge graph (KG) dates back to at least the 1970s, its modern usage stems from Google’s 2012
announcement of its Knowledge Graph [[150], after which the concept was rapidly adopted across both industry and
academia. Despite its widespread adoption, there is still no single, universally accepted definition, with interpretations
ranging from narrow technical descriptions to broader conceptual definitions. In this work, we adopt the inclusive
definition of Hogan et al. [64], who describe a KG as a graph of data intended to accumulate and convey knowledge
of the real world, in which nodes denote entities of interest and edges denote relations between those entities. The
underlying data graph conforms to a graph-based data model, most commonly a directed edge-labeled graph (as in
RDF) or a property graph, and is typically enriched with representations of schema, identity, and context, together
with ontologies or rules that allow further knowledge to be entailed deductively or extracted inductively.

A wide range of KGs has emerged in practice, which can be grouped by their scope. Encyclopedic KGs aim for broad,
cross-domain coverage and are often derived from collaborative or semi-structured sources; prominent examples in-
clude DBpedia [93] and YAGO [153]], both extracted largely from Wikipedia, Wikidata [[172]], built and curated by a
community of volunteers, and Freebase [[18]], an early collaborative effort whose contents were ultimately migrated
into Wikidata. Commonsense KGs instead encode the implicit, everyday knowledge that humans take for granted,
such as ConceptNet [151]], ATOMIC [[143]], and the long-standing Cyc project [94]]. Finally, domain-specific KGs
capture specialized knowledge within a particular field, such as biomedicine (e.g., UMLS [17]], SNOMED CT [40],
the Gene Ontology [[7], Hetionet [63])), geography (e.g., GeoNames [53]], UrbanKG [103]]), and scholarly works (e.g.,
OpenAlex [133])). For the remainder of this paper, the knowledge encoded in KGs is referred to as symbolic, explicit,
or external knowledge, in contrast to the knowledge implicitly captured within the parameters of LLM:s.

2.3 Hallucinations

Hallucination is widely recognized as a fundamental limitation of LLMs [9]]. Hallucinations are defined as the gen-
eration of outputs that are linguistically plausible but factually incorrect, internally inconsistent, or entirely nonsen-
sical [[74,/199]. In this paper, we distinguish between factuality hallucinations and faithfulness hallucinations (see
Figure E]) Factuality hallucinations [70], also referred to as extrinsic or open-domain hallucinations, cannot be veri-
fied against any content internal to the inference process (e.g., the prompt), thus requiring external world knowledge
for identification, e.g., datasets, web pages, or knowledge bases. For example, the claim Marie Curie was born in
France cannot be assessed from the prompt alone, requiring external knowledge sources to identify it as incorrect.
Faithfulness hallucinations [70], also referred to as intrinsic or closed-domain hallucinations, directly contradict the
input content (e.g., instructions, prompt) or the internal reasoning of the LLM. For example, in a summarization task, if
the source document states that a study involved 200 participants, but the generated summary reports 2000, the error is
directly verifiable by comparison with the input. While factuality hallucinations are a phenomenon shared across mul-
tiple tasks, faithfulness hallucinations are particularly prominent in specific downstream tasks (e.g., summarization)
or in LLM-specific frameworks such as RAG [96], where the response may contradict with the retrieved knowledge,
or CoT [180], where successive reasoning steps may contradict one another.

Finally, hallucinations are frequently associated with the notion of consistency, such as logic-related hallucina-
tions [54]. Consistency is defined as the invariance of a model’s output under semantically equivalent inputs [44}54].
Due to the stochastic nature of auto-regressive generation, inconsistent outputs can indicate the presence of hallucina-
tions. Their occurrence is further increased by the complexity of maintaining up-to-date knowledge in LLMs, leading
to factuality hallucinations from outdated parametric knowledge (see Figure[I). Addressing this issue with instruction
training requires costly high-quality data [23]], while continuous fine-tuning risks catastrophic forgetting [[139]]. These
limitations highlight the need to re-direct the LLM training goals towards factual accuracy [|80].
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Figure 2: Flow diagram of the adopted survey methodology.

3 Review Methodology

The survey follows the PRISMA methodology guidelines [126]E| We identified relevant studies from six scientific
digital libraries, namely ACL Anthology, ACM Digital Library, IEEE Xplore, Scopus, SpringerLink, and DBLP. Ta-
ble[2 summarizes the search strings, the search parameters, and the number of retrieved articles for each digital library.
The overall selection process is illustrated in the PRISMA flow diagram in Figure [2] To identify relevant literature,
we designed a search strategy based on combinations of keywords at the intersection of LLMs, hallucinations, and
KGs. Search was performed within the abstracts when supported by the library, and within the title otherwise (i.e.,
for SpringerLink and DBLP). After removing duplicate records, we screened the retrieved articles according to the
following inclusion and exclusion criteria:

C1: Relevance: The article addresses the problem of reducing LLM hallucinations with the support of KGs, including
hallucination detection, mitigation, or evaluation techniques (e.g., benchmarks). Solutions that focus on LLMs to
augment KGs are excluded.

C2: Scientific Quality: Only peer-reviewed papers formally accepted for publication are included, thus pre-prints and
unpublished manuscripts are excluded.

C3: Accessibility: Only articles written in English are considered.

C4: Recency: Only papers published from 2020 onwards are included, to provide an up-to-date overview of current
approaches in the literature.

C5: Content: Papers with limited technical contributions, such as demo papers, tutorials, and surveys, are excluded.

For each paper, we extracted information regarding the target LLMs, KGs used as support, KG integration methods,
evaluation datasets, reported metrics, and more. Preliminary analysis of the identified literatureﬂ highlights a growing
interest in this research area. The number of publications increased significantly in 2024 and continued to grow steadily
in 2025, as shown in Figure[3]



Reducing LLM Hallucinations with Knowledge Graphs

Table 2: Summary of the scientific libraries included in the literature search.

Library Field Source #Articles  Search String

ACL Abstract ACL Al’lthOlOg list 88 (language model* OR 1lm*) AND (knowledge graph* OR kg*)
Y AND hallucinat*

ACM Abstract  Web search interface 81 (language model* OR 1lm*) AND (knowledge graph* OR kg*)
AND hallucinat*

IEEE Abstract  Web search interface 74 (language model* OR 1lm*) AND (knowledge graph* OR kg*)
- AND hallucinat®

Scopus Abstract API call 299 (language model* OR llm*) AND (knowledge graph* OR kg*)

AND hallucinat*

(language model* OR Ilm* OR encoder* OR decoder* OR gpt OR
Springer Title Web search interface 16 rag) AND (knowledge* OR graph* OR kg*) AND (hallucinat* OR
fact* OR qa OR trust* OR coheren* OR reliab* OR explain*)
(language model* OR Ilm* OR encoder* OR decoder* OR gpt OR
DBLP Title API call 120 rag) AND (knowledge* OR graph* OR kg*) AND (hallucinat* OR
fact* OR qa OR trust* OR coheren* OR reliab* OR explain*)
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Figure 3: Distribution of unique articles extracted from the scientific libraries.

4 Reducing LLLM Hallucinations with KGs

This section discusses the articles selected during the literature review. We classify the considered approaches into four
categories, depending on the stage of the LLM lifecycle they address: pre-generation, in-generation, post-generation,
and evaluation benchmarks. Pre-generation methods tackle hallucination before inference, e.g., during fine-tuning
of the underlying model. In-generation methods intervene at runtime during the LLM inference. Post-generation
methods comprise post-hoc interventions based on the LLM output. Finally, we discuss KG-derived benchmarks for
detecting and measuring hallucinations. Figure ] displays the overall taxonomy.

4.1 Pre-Generation Methods

LLM training typically consists of two stages: pre-training and fine-tuning. During pre-training the model acquires
general-purpose competences by learning world knowledge and linguistic structures from massive text corpora. Dur-
ing fine-tuning it learns task-specific skills from smaller curated datasets (e.g., textual entailment [19] or instruction
following [125]). While methods to integrate KG knowledge into language models during pre-training have been
studied in early pre-trained language models [98],148|/177,/186L200], these solutions lack emphasis on hallucinations,
which is instead a prevalent phenomenon in larger generative models due to their open-ended abilities [[70]. Moreover,
due to the large amount of data needed for pre-training LLMs, and the limited amount of knowledge contained in KGs,
pre-training LLMs with KGs is not feasible for models with billions of parameters. On the other hand, we evidence
the use of KGs for reducing hallucination during LLM fine-tuning (Section f.1.1). Additionally, we describe current
probing methods (Section [#.1.2)) to identify knowledge areas more prone to hallucinations, a viable solution to guide
the training objectives and consolidating the training data before the actual training process.

*For reproducibility purposes, the scripts used to query the digital libraries, the search strings, and the intermediate results are
publicly available at: https://github. com/dmki-tuwien/Hallucination-KG-Survey
SResults as of December 2025.
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Figure 4: Taxonomy of KG-based approaches for reducing LLLM hallucinations

4.1.1 Fine-Tuning

Fine-tuning methods can be categorized into full and parameter-efficient. Whereas full fine-tuning methods update the
entire set of model parameters, parameter-efficient fine-tuning (PEFT) methods modify only a small fraction of the
total parameters, keeping the majority of the pre trained parameters frozen. This property makes them particularly
suitable for further training very large models [37]. PEFT approaches can be categorized into additive and selective
methods [59]. Additive fine-tuning introduces addltlonal trainable components, e.g., adapter layersE| into the model
archltecture []6_6[] Selective fine-tuning updates only a limited subset of the original model parameters. Reparame-
terization (e.g., LoORA [67], QLoRA [33])) constitutes a distinct category of PEFT methods, sharing similarity with
additive methods since the trainable parameters are external to the original pre-trained parameters. Figure 5] displays
for an overview of KG-based fine-tuning methods.

8 Adapters can also be interpreted as external network modules (see Section [4.2.2)) due to their portability: once trained, they
can be integrated into different architectures without additional modifications [66]. Nonetheless, for the sake of clarity, they are
discussed in this section together with other fine-tuning methods.
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Figure 5: Overview of KG-based fine-tuning methods, illustrating the knowledge extraction and dataset creation
approaches from [33]] and [|6].

Full Fine-Tuning GLaM (33| fine-tunes LLMs from K-hop neighborhood sub-graphs centered on KG entities, en-
coded into text with strategies such as triple linearization [49]]. After an intermediate step of text summarization
to improve semantic alignment and increase linguistic variety, the authors construct a training dataset with question-
answer pairs in both open-ended and multiple-choice formats. GLaM adopts a supervised fine-tuning strategy yielding
enhanced factual accuracy and multi-hop reasoning, attributed to more effective learning of relational and reasoning
paths from the source KG. CoFine [|6] adopt a different strategy for constructing the training dataset, dividing the
KG into communities [[16] before fine-tuning on conversational data by instruction-tuning. Dividing the KG into
communities improves local and global knowledge balance compared to K-hop strategies [33] and ontology-based
approaches [193]], reducing hallucinations in downstream tasks such as link-prediction.

Parameter-Efficient Fine-Tuning Building on previous additive fine-tuning to enhance LLMs with data extracted
from KGs [|65}/175], KG-Adapter [[163]] trains adapter layers to increase factual accuracy in question-answering (QA)
tasks. Training adapter layers allows direct access to the KG structure, overcoming common limitations of retrieval-
based methods, such as loss of structural information and conflicts between internal and external knowledge. KG-
Adapter tunes a fraction of the total model parameters (28 millions out of 7 billions), improving response accuracy
with a more lightweight approach compared to full fine-tuning methods. LFC [54] expands research on KG-based
PEFT by reparameterizing LLMs with QLoRA [35]] to reduce logical hallucinations. LFC frames logical consistency
as the task of correctly classifying KG-extracted facts under logical permutations (e.g., negation) and combinations of
multiple logical operators. For instance, if a fact f; is true and f is false, then —f; should be consistently classified
as false, f1 A fo as false, and f1 V (f1 A fa) as true. LFC is shown to achieve higher factual accuracy than naive
retrieval-based approaches, generalizing to unseen logical combinations and commutative rules.

4.1.2 Hallucination Probing

Probing approaches analyze the LLM’s internal representations to understand how they encode different input data.
In the context of hallucinations, the goal is to identify areas of knowledge associated to factual inaccuracies. Onto-
Fact [[147] maps LLM factual inaccuracies to ontology concepts to identify overlooked domains where models are
particularly error-prone. It uses a combination of encyclopedic and domain-specific KGs as a backbone to generate
yes/no questions, based on transforming ontology-level triples, e.g., (Person, birthPlace, City), into corresponding
instance-level triples, e.g., (LeBron James, birthPlace, Akron), then filling question templates, e.g., Was [Person] born
in [City]? A reinforcement learning mechanism navigates the KG to identify triples that are more likely to elicit incor-
rect answers. To reduce false positives and reduce LLM overconfidence, each probe includes counterfactual variants
and questions with missing entities (e.g., Was [Person] born in N/A?). Instead of dynamically exploring the boundary
of LLM knowledge, Entropy-Probing [4] measures static entropy features on KG sub-graphs from Wikidata [172] as
proxies for hallucination risk. The study confirms the intuition that the accuracy of LLM answers and entropy-related
KG features — e.g., property or entity entropy — are correlated, i.e., higher accuracy is associated to higher fact-dense
regions of KGs. This result suggests to reinforce knowledge areas with high entropy to mitigate hallucinations. Fig-
ure [6]displays the workflow of hallucination probing methods.
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Figure 6: Overview of hallucination probing approaches, describing [[147]] and [4].

4.1.3 Discussion

Pre-generation approaches modify the internal knowledge representation without additional intervention at runtime,
thus maintaining efficiency during inference especially when confronted with retrieval-based methods [6,33]. While
further training LLMs is computationally expensive, particular KG interventions (e.g., community partitioning [6])
and PEFT methods [[54}|163] reduce computational and memory costs. Additive fine-tuning allows portability and
re-usability by treating adapters as interchangeable layers of the LLM architecture [66]], whereas full and selective
fine-tuning requires distinct training for each model. However, additive fine-tuning achieves higher performance
with medium-sized models (3 to 13 billion parameters), with lower impact on smaller and larger ones [[163]]. At the
same time, performance in reducing hallucination by PEFT is shown to increase with a higher number of tunable
parameters, opening a trade-off question between efficiency and hallucination reduction [163]]. Although probing
methods to identify domains of knowledge that are more prone to hallucinations can improve the creation of KG-
derived training datasets [[147]], fine-tuning approaches are typically task- and domain-specific [6], thus requiring
further training to adapt to open-domain scenarios. Moreover, re-training the model with updated data to reduce
hallucination from outdated knowledge is expensive and inflexible [[190]. Transparency remains an open challenge
in pre-generation methods, as the internal representations learned by LLMs are still not well understood and require
costly interpretability methods (e.g., mechanistic interpretability) for their analysis [201]].

4.2 In-Generation Methods

In-generation methods address LLM hallucination during inference time. They can be divided into two categories:
retrieval-based approaches, which guide the LLM generation with external KG information retrieved according to the
LLM input, and network-module approaches, which inject KG knowledge through additional neural components (e.g.,
GNNss [[185]], GATSs [[L71]).

4.2.1 Retrieval Based

Retrieval-based methods combine LLM implicit knowledge with explicit knowledge from KGs. They can be catego-
rized according to how the retrieved KG information influences the LLM inference: by context augmentation, LLM
reasoning, or constrained generation. Figure[]|provides an overview of retrieval-based methods.

Context Augmentation Context augmentation integrates external knowledge into the LLM input context, support-
ing factual generation without modifying the model architecture or the internal parameters [[101]. Building on the
principles of in-context learning [|39], this approach is sometimes referred to as context injection or prompt augmen-
tation. Contrary to RAG approaches [96]], the goal is to align and integrate the LLM knowledge with external factual
knowledge, rather than restricting the generation to the sole retrieved information. KAPING [10]] pioneered context
augmentation to support the generation of factually accurate responses by KG triples injection. After matching en-
tities in the original prompt to entities in external encyclopedic KGs (e.g., Wikidata [[172]], Freebase [18]), KAPING
retrieves the most relevant top-K triples, converts them into natural language by linearization, and appends them to
the initial prompt. IKA [27] extends context augmentation to dialogue generation tasks, introducing a KG-grounded
framework to increase both factuality and faithfulness. Alongside relevant KG-extracted facts, the approach selects
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Figure 7: Overview of retrieval-based approaches, highlighting the similarities and differences between context aug-
mentation, LLM reasoning, and constrained generation.

and injects pieces of dialogue history. IKA comprises distinct modules: the retrieval module gathers relevant KG
knowledge and dialogue history, the diversity module enhances the coverage of the candidate knowledge by content
diversification, and the prompt construction module assembles the final LLM input. External KG knowledge is in-
corporated as linearized triples to increase information density and reduce token consumption compared to free text.
Knowledge Injection (KI) [[115] adopts the principles of controllable text generation [|132}[197] to guide the LLM by
injecting factual information from business-specific KGs. Evaluation from domain experts highlights increased factual
correctness and overall text quality when using small language models (e.g., BLOOM 560M [146]). Focusing on the
medical domain, MedKit [152] injects knowledge from a biomedical KG [17] to reduce hallucinations in radiology
report generation. MedKit consists of three steps: i) identification of relevant entities in the KG to derive disease-
specific concepts, ii) prompt template generation to incorporate the extracted knowledge (e.g., disease symptoms), and
iii) embedding fusion to inject the template directly into the LLM.

DualEval [2] and DualR [100]] adapt cognitive psychology theories to support context augmentation. Inspired by
semantic priming, i.e., the effect of increasing accuracy and speed in accessing concepts from human memory when
exposed to relevant related concepts, DualEval suggests to prime LLMs by injecting factual KG triples semantically
relevant to the LLM prompt. Two evaluation sets are introduced: a TrueSet, containing factual KG triples, and a
FalseSet, containing fabricated entities without supporting triples. Results from injecting the two sets demonstrate
increased factuality from priming LLMs with the TrueSet. DualR draws inspiration from the dual process theory [|15}
79] to investigate the combination of two systems to improve LLM factuality: System I (fast thinking process) performs
implicit reasoning with a frozen LLM and System 2 (slow thinking process) performs explicit reasoning with a GNN.
System 2 explores a KG by iterative pruning and propagation, linking input queries to candidate answers. Candidate
answers are passed to System 1, which selects the most appropriate candidate based on its internal implicit knowledge.

LLM Reasoning Reasoning approaches incorporates chain-of-thought (CoT) mechanisms [83}|180] to elicit rea-
soning in LLMs, supported by the explicit knowledge representation and interpretable paths contained in KGs.
MindMap [182] enables synergistic LLM-KG inference through graph-of-thought, a variant of CoT where the rea-
soning process is performed on graph structures. After retrieving a set of sub-graphs relevant to the entities in the
original prompt, a supporting LLM aggregates the sub-graphs to build a set of reasoning graphs, which are con-
solidated together to produce a comprehensive mind map. MindMap demonstrates reduced hallucination rates and
improved generation accuracy in general and domain-specific tasks (e.g., biomedical domain), by combining explicit
KG evidence with implicit LLM knowledge. This combination overcomes the limitations of stand-alone LLMs (which
fail to incorporate explicit factual knowledge) and RAG approaches (which disregard the LLM internal knowledge).
Similarly, DCRAG [194] integrates implicit and explicit knowledge by thought-then-generate reasoning, an interac-
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tive collaboration between LLM and KG. DCRAG identifies knowledge demands based on the dialogue history in
three stages: i) extraction and inference of relevant entities from the dialogue history, ii) selection and expansion of
the entities, and iii) coherence revision before retrieving facts from the external KG. GraphVis [32]] introduces visual
reasoning on KGs, by transforming sub-graphs from ConceptNet [151] into visual graph representations. Contrary to
other reasoning approaches, that focus mostly on the semantic layer of KGs, GraphVis leverages a visual language
model to provide deeper understanding of the KG structure. Visual reasoning is shown to better captures the KG
relational context compared to context augmentation by linearized triples, increasing accuracy in generating factual
statements.

Constrained Generation Constrained generation, or constrained decoding, reduces hallucinations by restricting the
LLM candidate tokens to valid facts from external sources [22}/52]]. Graph-Constrained Reasoning (GCR) [[111] in-
troduces path-constrained generation to improve factuality by enhancing accuracy in traversing KGs during multi-hop
reasoning, a task where LLMs typically struggle [[120]. GCR incorporates the KG structure into the LLM decoding
process using prefix tree structures (i.e., trie), constraining reasoning by disabling tokens not corresponding to valid
KG facts. The approach maintains computational efficiency by leveraging a smaller fine-tuned model for path decod-
ing, while a larger LLM (e.g., GPT4 [123]]) produces the final answer by reasoning on the intermediate KG paths.
Notably, the small model for path decoding generalizes on previously unseen KGs (e.g., UMLS [17]]), enabling porta-
bility to new domains. ReFactX [|131] scales path-constrained generation to 800 million facts from Wikidata [172], by
indexing factual triples in a tree structure and storing them in a relational database. Compared to context augmentation
approaches, constrained generation ensures that the generated tokens adhere strictly to known facts without relying
on external retriever modules, which are computationally expensive and require ad-hoc training. However, despite
performing well with open questions that require point-wise factual information (e.g., Who directed the movie X?),
ReFactX highlights the struggle of constrained generation with other types of questions — such as count queries (e.g.,
How many movies did X direct?) — due to the LLM inability to count during inference.

4.2.2 Network Modules

Network modules are neural components added to the system architecture to support LLMs by encoding and managing
external KG data (see Figure [§). RHO [75] mitigates hallucinations by modifying the encoder module of encoder-
decoder architectures (e.g., BART [95])) to fuse embeddings from external KGs and from dialogue history. Two
complementary mechanisms support KG embeddings: local knowledge grounding, which projects the embeddings
of entities and relations directly into the LLM latent space, and global knowledge grounding, which embeds sub-
graph information relevant to the conversation to increase multi-hop capabilities. The decoder module receives as
input the concatenation of local, global, and dialogue history knowledge. Finally, the most faithful response from
multiple candidates is selected by a re-ranking module [[145]. MR-MKG [91]] focuses instead on factual accuracy in
multimodal reasoning tasks, combining multiple data modalities and structured to support factual LLM generation.
The approach aggregates textual, visual, and KG representations, leveraging a pre-trained visual encoder [[134] and
a relational graph attention network [73}/174]. To improve consistency between textual, visual, and graph content
prior to the LLM generation, a cross-modal alignment component fuses the resulting embeddings to ensure that all the
representations adhere to a common latent space.

4.2.3 Discussion

In-generation methods integrate factual knowledge directly at runtime, without incurring additional costs during model
training [[10]. However, this flexibility comes with a set of limitations depending on the specific strategy employed. For
instance, context augmentation techniques increase token consumption, network modules introduce additional compu-
tational overhead, and LLM reasoning can substantially amplify both, due to long traces generation [50] and multiple
LLM calls [[182]. While the use of small language models [1,/160]] can mitigate these costs [[115]], it introduces a fun-
damental trade-off between efficiency and effectiveness: larger models consistently demonstrate stronger performance
on complex reasoning tasks, partly due to emergent capabilities that do not arise at smaller scales [179]]. A further
limitation concerns closed-source models, including some of the most used and best-performing LL.Ms (e.g., GPT or
Claude). While context augmentation techniques are compatible with closed-source models, approaches that require
architectural modifications or manipulation of the model’s predictions are not, such as network modules [75,(91] or
constrained generation [[111}[131]]. Context augmentation also faces the problem of knowledge conflict: the LLM may
disregard the external knowledge or exhibit inconsistent behavior when contextual information contradicts the para-
metric knowledge [[106l|187]. Therefore, while context augmentation can reduce hallucinations on average, they can
inadvertently increase the rate of faithfulness hallucinations. This distinction calls for more fine-grained evaluation
methodologies to differentiate between hallucination types. Finally, while context augmentation is relatively trans-
parent, as the injected knowledge remains in compact human-readable form, how in-context learning influences and

11



Reducing LLM Hallucinations with Knowledge Graphs

Text Input H Text Encoder
Prompt and History Text Embedding
U: What's in the Louvre? history [01]02]08]o1]03]05]
A: Famous artworks. instruct [o3[osTosToaToe ox] Network Module
U: Name a famous painting Representation Fusion
displayed in Louvre. o
LLM
[04]03] o8] ...
[ Knowledge Graph I—Pl KG Encoder |—> e - L Dty
060.1] ...
01]06]0.2] ...
KG Triples KG Embedding A4

0.2[0.4]0.7] ...

DR

paris [04]o3]o8T02]07]01] Factual Output

Louvre [0.1]07]07]0204]0.2]

Multimodal Input ichalEncoder
*optional

Images ‘ ' Image Embedding
.I WO 77 [0i]os[oz[oz0a]0x]

i [oZ[oaTo7 oA 03]04]

partOf The Mona Lisa is

displayed in Louvre.

displays

Figure 8: Overview of network modules approaches.

directs the internal reasoning process of LLMs remains an open question [29}|167]]. In contrast, network modules
encode KG knowledge as distributed neural representations, inheriting the general opacity of deep-learning models.

4.3 Post-Generation Methods

Post-generation methods reduce hallucinations after LLM generation by first detecting factual inaccuracies in the
output, then correcting them. They can be divided into two categories: mitigation by knowledge comparison and
knowledge integration.

4.3.1 Knowledge Comparison

Knowledge comparison methods perform an external comparison between retrieved KG information and the LLM
output to detect and correct hallucinations. They can further be classified according to the granularity of the com-
parison: graph-based methods compare entire sub-graphs with graph-transformed LLM outputs, leveraging either
symbolic (e.g., graph kernels [85]]) or sub-symbolic techniques (e.g., GNNs [[185])); triple-wise methods compare indi-
vidual LLM claims with corresponding KG triples, adopting a finer granularity approach. An overview of knowledge
comparison methods is shown in Figure 9]

Graph-Based Comparison KEA [61]] detects hallucinations by comparing the LLM response with either an external
encyclopedic KG (open-domain scenario) or a KG constructed from contextual knowledge (closed-domain scenario).
An LLM-driven approach construct the response KG [142], while relevant triples from the reference KG are retrieved
by entity selection through semantic similarity [[140]. Hallucination detection relies on measuring structural similarity
between the response KG and the reference KG, adapting the Weisfeiler-Lehman algorithm [[149]]. Comparing the en-
tire graph improves detection in long-form responses, while the algorithmic-based approach improves explainability
by highlighting mismatched or unsupported triples. FactGraph [141]] focuses on closed-domain scenarios by com-
paring KG representations of input documents with KG representations of LLM summaries to identify and correct
faithfulness hallucinations in text summarization. The approach encodes both semantic and structural information
by leveraging fine-tuned adapters for text-to-graph transformation: a text encoder adapter for the semantic content
and a graph encoder adapter for encoding structural information. FactGraph advances text-to-graph encoding [55[ by
capturing the full structure of text, demonstrating high correlation with human judgment on hallucination detection.
Although being tested solely on closed-domain scenarios, FactGraph can be extended to open-domain scenarios to
detect factuality hallucinations, e.g., by using external encyclopedic KGs similarly to KEA [61]]. Furumai et al. [51]
detect hallucination using a relational graph attention network (RGAT), a GNN model that incorporates an attention
mechanism [[73}[174]]. A graph module constructs the response KG representing the LLM output, while a reference
sub-graph is retrieved from a reliable external KG. A matching module encodes the response KG and the reference sub-
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Figure 9: Overview of knowledge comparison approaches.

graph, which are then provided as input to the RGAT classifier for hallucination detection. To improve interpretability,
the system provides a visualization of the entities and relations involved in the hallucination.

Triple-Wise Comparison In contrast to graph-based comparison, FactAlign [138]] identifies individual hallucinated
statements by estimating semantic similarity between LLM claims and the corresponding triples from an external KG.
A threshold, selected through Bayesian optimization, is applied to the score to determine whether a claim should be
classified as hallucination. Both factuality and faithfulness hallucinations are supported, depending on the reference
KG used. Faithfulness hallucination detection enables the integration of FactAlign with information retrieval pipelines
(e.g., RAG), serving as a KG-based alternative to LLM-driven frameworks such as RAGAs [46].

A number of approaches rely instead on deep-learning classifiers for hallucination detection. CoKGLM [60]] pre-trains
a binary cross-attention classifier [[75] for factuality hallucinations. For each entity in the LLM output, CoOKGLM
retrieves the associated triples from an external KG and ranks them by semantic similarity with the overall LLM
dialogue history. Only the top-K most relevant triples are selected to be encoded and fused with dialogue history
embeddings. The resulting fused embeddings and the text embeddings of the LLM output become the input of the pre-
trained classifier, which returns a probability of hallucination. GraphEval [[142] focuses on faithfulness hallucinations,
detected via natural language inference (NLI): an NLP task that classifies the relationship between two text fragments
as entailment, contradiction, or neutral, with contradictions treated as evidence of hallucination. GraphEval builds on
earlier NLI-based methods for hallucination detection, e.g., SummaC [87]], FactScore [[117], while providing a more
structured and fine-grained analysis by transforming text into a set of triples. Hallucination correction is performed
by an external LLM, prompted with the original context and the associated factual triples. GLLM [184] extends
NLI-classification to factuality hallucinations, comparing LLM claims against external KGs. For each triple extracted
from the LLM output, the corresponding entities and relations in the external KG are retrieved via a combination of
similarity and breath-first search. On top of per-triple scores, an overall hallucination score is computed as the average
of per-triple scores, combining fine- and coarse-grained evaluation.

Recently, comparison frameworks supported by LLMs have started to emerge, involving evaluation strategies inspired
by LLM-as-a-judge [202]. Notably, FLEEK [48] adopts a prompt-based approach to compare LLM claims with
retrieved factual evidence, classifying the comparison into three categories — supported, likely supported, or question-
able — and suggesting corrections for unsupported claims. FLEEK generates validating questions for each claim in the
original LLM output (e.g., What is LeBron James’s age? for the claim LeBron James is 40) and retrieves supporting
evidence for answering the validating questions from both an external encyclopedic KG and the Web. Mixed source
retrieval enables to retrieve trustworthy evidence (from KGs) while achieving broad coverage of topics (from the Web).

4.3.2 Knowledge Integration

Knowledge integration methods perform post-hoc knowledge injection in the LLM system to retroactively correct the
original hallucinated output. In contrast to knowledge comparison techniques, where the comparison and mitigation is
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Figure 10: Overview of knowledge integration approaches.

performed externally, here the integration of KG knowledge is performed by the LLM itself, similarly to in-generation
methods [27,75]. However, hallucinations are always corrected after a first round of generation, thus applying KG
intervention only when necessary, reducing the risk of faithfulness hallucinations, and fostering the integration of
symbolic and parametric knowledge. An overview of knowledge integration methods is presented in Figure[I0]

Neural Path Hunter (NPH) [42] pioneers KG knowledge integration to reduce factuality hallucinations in dialogue
generation. NPH identifies and masks hallucinated entities in the model output, then corrects the masked entities
by selecting the most appropriate completion candidate from external K-hop sub-graphs. The selection is performed
by a fine-tuned language model. Knowledge Graph-based Retrofitting (KGR) [56]] identifies hallucinations in LLM
responses and verifies them by retrieving KG facts associated to the entities mentioned in the response. When the
validation fails, the response is retrofitted by introducing factual knowledge, while preserving correct LLM-generated
content. The approach leverages multiple external LLMs to support entity recognition and sub-graph retrieval, gener-
ating a chain-of-verification. KGR achieves high accuracy in open-domain scenarios, addressing KG incompleteness
by combining (and not disregarding) LLM parametric knowledge and explicit KG information. GraphRAG-FI [57]]
addresses the tendency of GraphRAG approaches to over-rely on the retrieved information [58]], by integrating and
merging standard GraphRAG outputs and LLM-only outputs. GraphRAG-FI leverages two intuitions: i) attention
scores approximate information relevance [183] and ii) token-level probability indicates model confidence [41}147].
Thus, this method filters out retrieved graph paths below an attention-based relevance threshold, and introduces graph
knowledge when the LLM response exhibits low confidence.

4.3.3 Discussion

Post-generation methods perform external verifications for hallucination detection, making them highly portable be-
tween models and compatible with both open-source and proprietary LLMs. Computational costs depend primarily
on the efficiency of the KG retrieval process and the extent to which LLMs are involved across the pipeline. How-
ever, LLMs have been increasingly adopted for graph retrieval [56]], claim extraction [48L|57]], and automated KG
construction [[142,|184]]. KG retrieval remains the primary challenge, as hallucination detection is only as reliable as
the factual evidence retrieved, while claim extraction from LLM responses presents the challenge of decomposing
long text into complete, verifiable atomic claims [48]]. Hallucinations can be detected by comparison of external and
internal knowledge with language models, e.g., [62}/105]], fine-tuned on specific tasks such as NLI [[142l|184] or binary
classification [[138]]. On the other hand, classifiers based on LLM-as-a-judge frameworks [48l/56] do not require fur-
ther training, but are generally more costly to run and risk introducing biases during the verification step [202]]. All
post-generation methods share common limitations: the LLM response is always produced before the system inter-
venes and — whenever the detection fails — the correction is not performed. On the other hand, correction is triggered
only when hallucinations are actually detected, thus limiting the computational overhead compared to in-generation
methods.
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Table 3: Summary of KG-derived hallucination benchmarks. Task: QA = question-answering, Conv-QA = conver-
sational QA, Open-QA = open-ended QA, MC-QA = multiple-choice QA, CV = claim verification, LC = logical
consistency. Type: E = encyclopedic KG, C = commonsense KG, D = domain-specific KG.

Benchmark Year Scope Size  Split Task Repo KG Type Evaluation
Google-RE,
FactEval [|110] 2023 Factuality N/A N QA (w) T-REx, UMLS, E,D Accuracy
WikiBio
Conversation, QA + _ Accuracy +
LTGen [71] 2025 Long-Tail 12K N covoa (9) Wikidata E NLI
Reasoning Accuracy +
CoLoTa [|164] 2025 L = 3.3K N QA +CV (w) Wikidata E Factuality +
ong-Tail .
Reasoning
Logical Wikidata, Accuracy +
LFC [54] 2025 ok 184K Y LC o) Freebase, E racy
onsistency NELL Consistency
FAITH [195]] 2024  False-Premise 6K N QA (@) Wikidata E Uncertainty
KG-FPQ [206] 2025 False-Premise 178K N Oerﬁ-a A (w) Wikidata E Factuality
OKGQA [154] 2025 Robustness 2K N  Open-QA ©) DBpedia E Factuality
GeoHaluBench [176] 2025 Robustness, 2.1K N MC-QA (w) SpatialKG D Accuracy

Domain-Driven

4.4 KG-Based Benchmarks for Hallucination Evaluation

KGs are a rich source of data for constructing benchmark datasets due to their large-scale, structured, and accurate
representation of knowledge. Numerous benchmarks have been derived from KGs to evaluate hallucinations in LLMs,
including tasks such as claim verification [[164]], logical consistency assessment [54], false-premise questions [[195]
206], and long-tail QA [71}[164]]. Table[3|provides an overview of KG-based benchmarks for evaluating factuality and
hallucination.

The most common hallucination task is factual recall. FactEval [110]] introduces a factual evaluation framework by
generating QA pairs from both general-domain KGs (Google-RE [124]], T-REx [45]]) and domain-specific ones (Wik-
iBio [156], UMLS [17])), spanning true/false, multiple-choice, and short-answer formats. LTGen [71] complements
this by targeting long-tail knowledge, in both standard and conversational QA settings. LTGen covers Wikidata-
extracted entities at different levels of popularity to obtain a varying degree of question complexity.

Other benchmarks move from simple factual recall to assessing complex and compositional reasoning. CoLoTa [[164]
evaluates LLM commonsense reasoning in claim verification and QA over long-tail knowledge, targeting both domain-
independent skills (e.g., temporal reasoning, numerical comparison) and domain-specific ones (e.g., reasoning on
history, geography, or sports). LFC [54]] takes a different angle by focusing on logical hallucinations: it constructs three
datasets from Freebase [18]], NELL [24], and Wikidata [172] respectively, where queries concatenate facts with logical
operators, e.g., conjunction, disjunction, implication. The evaluation assess not only individual answer accuracy, but
also the logical consistency according to related answers, e.g., if p is classified True, then p V ¢ should be consistently
classified True.

A distinct set of benchmarks targets false-premise hallucinations, i.e., factual errors induced by misleading or incor-
rect information injected in the initial question [[68]]. FAITH [195] and KG-FPQ [206] both generate false-premise
questions by systematically corrupting triples form encyclopedic KGs. KG-FPQ offers a more scalable benchmark
construction pipeline and multiple knowledge-editing strategies, including entity substitution at varying hop distances
and across semantically similar or unrelated entity types (e.g., substituting a city with another city, or a city with a
person). KG-FPQ further distinguishes between two QA formats (discriminative “yes/no” and generative open-ended
questions) and three domains of knowledge (art, people, and places).

Finally, OKGQA [154] and GeoHaluBench [[176] examine hallucination robustness under noisy or perturbed knowl-
edge. OKGQA considers open-ended QA for KG-augmented LLMs, pairing its main benchmark with a variant
(OKGQA-P) that simulates incomplete and noisy retrieval of KG information. GeoHaluBench extends the focus
on robustness to the geo-spatial domain, constructing a domain-specific KG (adapted from [103]]) and a benchmark
that targets entity-, relation-, and attribute-level hallucinations in the form of a multiple-choice QA task, where one
choice is factual and the others represent different types of hallucination, such as factual fabrication (e.g., non-existing
locations) or incorrectness (e.g., negating the existence of a real location).
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Table 4: Comparison overview of KG-based approaches for hallucination reduction (pre-, in-, and post-generation).
Legend: e e e = high, = medium, e o o = low.

Development  Runtime

Approach Efficiency Efficiency Transparency Scalability Portability

Full Fine-Tuning @00 eoe @00 000 000

PEFT XX eo0O

Probing eoe

Context Augmentation XX XX

LLM Reasoning XX eoo0 eoco0

Constrained Generation eee eo0o0

Network Modules

Knowledge Comparison .00 cee
(Graph Based)

Knowledge Comparison 000 vee vee
(Triple Wise)

Knowledge Integration eoe 000

Discussion Hallucination benchmarks from KG highlight a landscape of solutions: from explicit KG facts cover-
age [110] to targeted assessment of long-tail knowledge [71}/164]], specific hallucination types [54}/176], and misleading
scenarios [[154}/176,/195206]. LLM factuality is reduced in specialized domains [[110}/176]], for questions with multiple
valid answers [110], and when adversarial or irrelevant context is injected [[110,|154}|195,206f]. Factual inaccuracies
are more frequent when irrelevant context is semantically close to the original, suggesting that LLMs are particu-
larly susceptible to plausible falsehoods [206]. LLMs also struggle with consistency on complex logical queries [54]].
Overall, hallucination arises not by random errors, but due to systematic weaknesses tied to knowledge gaps, semantic
uncertainty, or reasoning complexity. The prevalence of inaccuracies by omission over fabrication in specific domains
suggests that hallucinations often reflect knowledge gaps and biases in training data rather than conflicting parametric
knowledge (e.g., geo-spatial hallucinations more common in Beijing than New York [176]).

A recurring challenge across KG-derived benchmarks concerns scalability during construction and evaluation. The
size of KGs enables automated large-scale construction with broad knowledge coverage, but processing large KGs
remains computationally demanding, particularly when LLMs are involved in triple selection or corruption [[110L[154}
2006]. Regarding evaluation, standard statistical measures (e.g., accuracy, F1) are straightforward to apply but provide
limited insight. Ad-hoc factuality metrics (e.g., FActScore [117] or SAFE [[181]]) offer specialized assessment with
additional complexity, while LLM-as-a-judge [202] adds flexibility at the expense of increased computational cost and
potential reliability issues.

4.5 Summary

Table [4] summarizes the categories of approaches discussed in this section, highlighting their key characteristics, ad-
vantages, and limitations across five properties: i) development efficiency describes the cost associated with training
the LLM or developing the system components; ii) runtime efficiency describes the computational overhead incurred
during inference; iii) transparency determines the interpretability of the approach; iv) scalability represents the ability
to scale with larger LLMs and graph sizes; and v) portability represents the ease of adapting the solution to different
LLMs or integrating it into different system architectures. The comparison reveals distinct trade-offs, highlighting
existing challenges and limitations. For a consolidated overview of the literature, Table [5]in appendix summarizes all
pre-, in-, and post-generation approaches.

5 Open Challenges and Future Directions

Based on the literature discussed previously, this section highlights open challenges and future research directions in
reducing LLM hallucinations with KGs. Figure [TT] presents an overview of the challenges discussed in this section
across the stages of the LLM lifecycle.

5.1 KG Incompleteness

While KGs are trustworthy sources of structured factual knowledge, they are also limited and often incomplete [31]].
As a result, outside of closed-domain scenarios — where the source knowledge is assumed to be complete [112] —
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Figure 11: Mitigation approaches within the LLM lifecycle and position of open challenges.

incomplete or inconsistent retrieval can introduce noise and knowledge conflicts. This affects both in-generation and
post-generation methods, which rely on retrieval to inject facts in the context [91]] and for verification [48[]. A recent
evaluation of KG retrieval approaches under incompleteness confirms the lack of robustness in this setting [203]]. In
this context, the following challenges emerge.

1. Improve quality of retrieval: Moving from traditional NLP-based retrieval towards LLM-assisted re-
trieval [48],56] improves KG navigation and expands the available reference knowledge, but also risks intro-
ducing additional hallucinations. This challenge requires balancing LLM and traditional processes to achieve
higher efficiency, transparency, and accuracy.

2. Overcome incompleteness: LLM reasoning can predict missing links [43|] or generate knowledge from in-
complete KGs by combining explicit and implicit knowledge, inferring logically-entailed facts, and deriving
semantically-related knowledge [[188]]. Agentic approaches augment KG retrieval with iterative LLM reason-
ing [[77L{78L{113}[155}2035]}, offering a promising direction to combine symbolic and sub-symbolic retrieval.

3. Overcome limited knowledge: No single KG provides universal coverage, hence integrating multiple
sources can extend the knowledge coverage to multiple domains, e.g., by combining evidence from ency-
clopedic and domain-specific KGs. However, how to manage schema misalignment, ad-hoc entity resolution,
potential inconsistencies across the sources, and conflict resolution remains an open question.

5.2 Hallucination Detection

Before mitigation, post-generation methods detect hallucinations by comparing LLM-generated text against KG facts
(see examples in Figure [I2). Comparison strategies span two dimensions: granularity and abstraction. Fine-grained
strategies perform triple-wise comparison, while coarse-grained strategies consider entire graphs or text passages.
Abstraction describes the underlying model: from symbolic approaches such as triple matching or graph kernels [61]],
to sub-symbolic assessment involving GNNs [51]], NLI classifiers [[142}|184], or LLMs [48}56] — see Figure@ Each
strategy offers distinct advantages, e.g, fine-grained strategies offer precision but lack a holistic view, while coarse-
grained strategies provide overview at the cost of interpretability and detailed diagnostic. However, a systematic
evaluation is currently missing, and how to combine complementary techniques remains an open question that raises
the following challenges.

1. Convert KG to text: Fine-grained strategies based on LLMs and NLI classifiers require converting KG triples
into natural language. Triple linearization is a widespread approach due to its simplicity, but disregards graph
structure entirely. Semi-structured formats such as JSON, XML, or YAML can preserve more relational
information [30], though at the cost of increasing verbosity and token consumption. Identifying the optimal
representation to balance structural fidelity, token efficiency, and interpretability remains an open challenge,
with direct implications also for context augmentation methods (see Section[d.2.).

2. Convert text to KG: Conversely, graph-based comparison requires converting the LLLM output into structured
representations: individual triples [[142}|184] or full graphs [61]. The use of LLMs supports automated KG
construction, but risks introducing additional hallucinations before the verification step. Reasoning models
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can improve LLM consistency in KG construction, albeit increasing computational cost and token consump-
tion. Finally, agentic frameworks offer a promising direction to combine stochastic LLM processes with more
transparent and efficient deterministic tools [[108]].

3. Continuous scores: Current detection approaches frequently reduce comparison to binary classification 51}
138l/141]]. Continuous scores would provide richer and more informative outcomes by quantifying the degree
of factual divergence from the reference KG, distinguishing between omissions, contradictions, fabrications,
and plausible statements.

5.3 Measuring the Effect of Mitigation

Evaluating the effectiveness of mitigation techniques requires standardized benchmarks and metrics. However, many
approaches rely instead on proxy evaluation strategies such as QA datasets, which assess the LLM ability in answering
a set of questions extracted from a KG. However, QA benchmarks rarely account for model abstention, favoring
guessing over uncertainty [80] by relying on global metrics such as accuracy or Hit@K. For instance, considering the
question How many Nobel Prizes was Marie Curie awarded?, the answer I am not confident enough to respond would
be considered inaccurate despite not containing any hallucination.

On the other hand, a number of hallucination-specific benchmarks have been proposed, involving QA tasks [99], fact-
checking scenarios [5}/82,|161]], multi-domain settings [28]], and multi-task evaluation [97]. However, their adoption
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is inconsistent in the context of KG-based hallucination reduction: different solutions tend to adopt benchmarks tai-
lored to a specific task or domain, limiting comparison between solutions and trade-off evaluations across different
tasks (e.g., QA, summarization), question formats (open-ended, multiple-choice, adversarial), context properties (e.g.,
multi-hop, multi-modal), knowledge domains (e.g., biomedicine, geography, finance), and languages (see Table [5| for
an overview of benchmarks and metrics adopted in the surveyed literature). Within this broad context, the following
challenges can be identified.

1. Establish a unified benchmark: There is a need for a comprehensive hallucination benchmarks for KG-
based solutions, covering multiple settings, domains, and reference KGs. Recent efforts such as [69] im-
proved task variety, but without including reference sub-graphs or triples as ground truth, nor integrating
multiple KG sources for increased coverage.

2. Multilingual hallucination: The relationship between hallucination, language, and domain of knowledge
remains largely unexplored. Only a small number of current approaches evaluate hallucination reduction in
languages other than English, with Chinese being a notable exception [[147,|182,/194]. Existing benchmarks
are predominantly English-centric, with only recent efforts addressing multilingual evaluation [[69/90]]. More-
over, translating the KG reference ground truth into multiple languages represents an open challenge, with
LLM-based translation risking introducing factual inaccuracies.

3. Long-form text: Longer LLM responses contain multiple claims, requiring metrics to aggregate claim-level
assessments into coherent text-level scores beyond simple proportion of truthful claims [[117/181]]. Semantic
similarity evaluators [196}/198] and LLM-as-a-judge [104}202]] offer more detailed diagnosis, although re-
ducing interpretability and lacking deterministic behavior. Moreover, decomposing text into atomic claims
represents an additional challenge [48)]].

4. Internal assessment: Current hallucination assessment is often external, e.g., measuring factuality through
QA accuracy. Therefore, it is often unclear why and how a given mitigation technique reduces hallucinations
internally, nor how robust is the intervention. This limitation calls for probing the internal model behavior
and advancing research on KG-derived robustness benchmarks, such as [[154,/176].

5. Quality of metrics: Current metrics adopted in benchmarks exhibit weak inter-metric correlation and in-
consistent alignment with human judgment [86]. Introducing hallucination metrics that respect these two
properties would provide more informative and reliable evaluations, supporting the overall mitigation effort.

5.4 Hallucination Types

Most approaches target either factuality or faithfulness hallucination in isolation. Furthermore, as illustrated in Fig-
ure ] specific hallucination types demand dedicated investigation due to their unique characteristics, thus opening a
number of challenges.

1. Factuality and faithfulness: Developing benchmarks to cover both categories would provide a more detailed
overview on hallucinations. This effort requires combining intrinsic hallucination evaluation [[13,[121}/157]]
with factuality assessment [28,97,99].

2. Hallucination from outdated knowledge: KGs can be updated more efficiently than LLMs [24}/118]], mak-
ing them a natural solution for addressing hallucination from outdated knowledge. However, how to update
KGs effectively, which sources to use to guarantee trustworthiness, and the frequency of updates are open
questions.

3. Reasoning inconsistency: The widespread adoption of CoT and reasoning models introduces hallucinations
arising from inconsistencies across intermediate reasoning steps. Although KGs offer a natural framework for
representing reasoning traces to identify intrinsic hallucinations, their use for evaluating reasoning faithful-
ness remains largely unexplored. This gap persists in the context of both few-shot prompting and specialized
reasoning LL.Ms.

5.5 Cultural and Social Bias

Hallucinations from stereotypical bias derive from erroneous associations learned during training [74]. Considering
external knowledge sources from different cultures is fundamental to mitigate factual hallucinations while reducing
the risk of cultural bias and partiality. For instance, relying on a commonsense KG with a Western-centric perspective
may lead to classifying an LLM suggestion to eat with hands as a hallucinated practice, despite its cultural relevance
in many regions of the world. Addressing hallucinations from bias by introducing multi-cultural knowledge sources
represents a step towards introducing KGs in responsible Al practice [|168]], yet includes the following challenges.
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1. KG bias reduction: KGs can themselves contain biases [84]]. Finding and addressing social and cultural bias
in KGs before their use as factual references is fundamental to improve assessment and reduce hallucination
effectively.

2. Cultural coverage: Encyclopedic KGs lack multi-cultural coverage and frequently adopt Western-centric
perspectives [84]], with few existing KGs featuring cultural and stereotype awareness [34]]. Capturing sub-
jective, belief-based, and context-dependent cultural knowledge (e.g., how many wives can a man have or
whether God exists) requires dedicated effort.

3. Robustness to stereotypical hallucination: Beyond serving as reference sources for reducing hallucination,
multi-cultural KGs would provide structured resources to support the creation of adversarial datasets to assess
robustness against hallucination from stereotypes, covering ethnic, religious, and social dimensions.

5.6 Time and Cost Efficiency

Emergent LLM abilities, such as few-shot learning and CoT, carry significant computational and token costs [|179].
Similarly, KG-based approaches involving LLM reasoning [ 182]] severely amplify time and computational complexity,
such as token consumption, memory required, number of LLM invocations. Moreover, large-scale graphs require
substantial resources to store and traverse. Balancing mitigation effectiveness against time and resource efficiency
remains an open challenge across three dimensions.

1. Measure efficiency: KG-based solutions should be evaluated not only in terms of accuracy: time com-
plexity, computational cost, memory requirements, and token consumption are also important. However,
comprehensive efficiency assessment is frequently overlooked, implying that many proposed solutions may
be impractical for real-world deployment due to their high computational and resource costs. KGs intrinsi-
cally offer more compact and concise knowledge than formats like text [71] but their large sizes also hinder
efficient fact retrieval.

2. Agentic solutions: Reducing the involvement of expensive LLMs can be achieved by integrating graph min-
ing processes as external tools within agentic pipelines. Hybrid architectures would delegate graph traversal to
more efficient and interpretable symbolic techniques, while preserving the reasoning and generative strengths
of LLMs.

3. Small language models: Reducing LLMs size greatly reduces computational costs and inference latency.
While small language models (SLMs) have proven effective for a number of simple tasks, including agentic
Al applications [14], they typically exhibit weaker performance in complex reasoning and in handling exter-
nally injected knowledge [[71]]. Leveraging SLMs for graph navigation, claim decomposition, KG construc-
tion, and other processes involved in reducing hallucinations with KGs remains an open research direction.

5.7 Beyond Hallucination Mitigation

While mitigation is the most investigated approach towards reducing hallucinations, some studies highlight the in-
evitability of this phenomenon under current LLM training and deployment conditions [[11,/81,{189]]. Given the per-
sistence of hallucination risks in increasingly advanced and capable LLMs [116], the following research directions
propose a shift towards non-conventional perspectives for reducing hallucinations involving KGs.

Explainability for Hallucinations Explainable Al supports the interpretability of internal LLM processes and in-
ference steps, opening a path towards explaining hallucinations as an alternative to mitigation. Combining the internal
view of LLM reasoning with the structured, trustworthy knowledge of KGs enables to expose both the decision-making
process and the pieces of knowledge that the LLM draws upon. KGs offer source-traceable representations of entities
and relations to explain LLM outputs through human-understandable knowledge structures [[137]. Moreover, struc-
turing LLM outputs with triple or graph representations improves verifiability [[107]. Therefore, explainable Al can
take an intermediate role to improve model transparency and favor the detection of factual inaccuracies and reasoning
inconsistencies.

Knowledge Uncertainty A systemic challenge to overcome hallucination is understanding when LLMs are confi-
dent or uncertain about their response [[80]. Indirect confidence metrics, e.g., based on token probabilities [[169] or
self-consistency from multiple model invocations [114], are often adopted as proxies for LLM hallucination. However,
such indicators can easily fail when LLMs are over-confident about wrong notions or under-confident about correct
claims. KGs can support uncertainty estimation by grounding confidence in the properties of their knowledge space:
sparse regions of a KG, domains with loosely consolidated knowledge, or frequently updated regions may indicate
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higher epistemic uncertainty and lower reliability of the associated LLM output [4}/147]. This perspective shifts con-
fidence assessment from a model-centric paradigm to a knowledge-centric one, by treating the structural properties of
the KG as indicators of general epistemic uncertainty.

Learning Factuality Current LLM training and evaluation procedures encourage hallucination by rewarding guess-
ing over acknowledging uncertainty [[80]]: on the contrary, LLMs should be trained to include uncertainty and absten-
tion as training goals alongside semantic learning, learning to avoid sycophancy, fabrication of facts, and plausible-
sounding but incorrect outputs. KGs provide a curated source of verifiable information to support the construction
of factuality-aware training datasets and benchmarks. While the scale of contemporary LLM pre-training exceeds
the coverage of existing KGs, fine-tuning models for factuality is time- and resource-efficient [[162]]. Additionally,
considering that instruction-tuning have a positive impact on reducing hallucinations [86], reinforcement learning ap-
proaches for factuality can incorporate rewards and penalties based on factual consistency, evidence alignment, and
faithful reasoning [25]).

LLM-KG Symbiosis Unifying LLMs and KGs offers a promising path toward neuro-symbolic systems that com-
bine the strengths of statistical learning and symbolic reasoning [128]. LLM-KG symbiosis is a recent approach to
strengthen bi-directional synergy between LLMs and KGs to mitigate hallucinations and misinformation, where KGs
provide verifiable knowledge to improve factuality, while LLMs compensate for KG incompleteness [38]]. The use
of LLMs and reasoning models for knowledge retrieval over KGs has demonstrated strong performance in question-
answering tasks [26}109}/155]]. Conversely, recent research addressed the challenge of KG incompleteness through the
integration of LLMs to generate and infer missing knowledge [188]]. Bridging the two research directions would create
systems where LLMs and KGs coexist and support each other: KGs would provide structured, verifiable knowledge
and reasoning constraints, while LLMs would contribute by adding flexibility, generalization, and knowledge comple-
tion capabilities, resulting in more accurate, reliable, and trustworthy Al systems.

6 Conclusions

KGs have been increasingly adopted to detect and mitigate LLM hallucinations, due to their curated and structured
knowledge, compact representation, and efficient navigability. In this survey, we presented a comprehensive classi-
fication and analysis of the main approaches to reduce LLM hallucinations with KGs, divided into pre-generation,
in-generation, post-generation methods, and evaluation benchmarks. Finally, we identified and discussed a number
of open challenges and future research directions that we believe will drive future advances in integrating KGs with
LLMs towards more reliable and trustworthy Al systems.
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Literature Review Summary

Table [5] provides a summary of the analyzed KG-based methods. Figure [I4] and Figure [T3] present an overview of
statistics related to the selected articles.
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https://github.com/wyl-willing/MindMap
https://github.com/yihedeng9/GraphVis
https://github.com/RManLuo/graph-constrained-reasoning
https://github.com/rpo19/ReFactX
https://github.com/ziweiji/RHO
https://github.com/Reih02/hallucination_explanation_graph_kernel_analysis
https://github.com/amazon-science/fact-graph
https://github.com/nouhadziri/Neural-Path-Hunter
https://github.com/KaiGuo20/GraphRAG-FI
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