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Abstract

The widespread adoption of Large Language Models (LLMs) has increased concerns about hallucinations, i.e., the
generation of incorrect or nonsensical claims. While popular approaches to reduce hallucinations (e.g., RAG) are
promising, they still suffer from intrinsic hallucinations and remain largely limited to closed-domain scenarios,
where the external source of knowledge is complete and sufficient to generate a response. Recently, knowledge
graphs (KGs) have emerged as trustworthy sources to detect and mitigate hallucinations either before or after
generation, but their adoption remains challenging for open-domain questions and long responses containing a
mixture of correct, incorrect, and opinionated claims. This paper discusses the main opportunities and limitations
of current approaches for reducing LLM hallucinations by KG grounding, and presents a framework for LLM-
KG symbiosis to address the following open challenges: factuality assessment of multiple-claim responses,
KG-grounded retrieval under incomplete data, and uncertainty management.
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1. Introduction

Recent advances of Large Language Models (LLMs) have accelerated the adoption of Al across multiple
domains, including high-risk scenarios such as legal or healthcare support. While LLMs offer great
potential for task automation, their widespread adoption and the increasing trust of users in LLM-based
chatbots (e.g., ChatGPT! and Claude?) raise concerns about Al reliability, especially when these systems
are treated as authoritative sources of knowledge [1]. In fact, LLMs often generate hallucinations, i.e.,
incorrect or nonsensical information [2, 3]. Hallucinations represent both a technical challenge and a
risk for society. Technically, factual inaccuracies are considered an intrinsic problem of LLMs under
current training and evaluation methods [4, 5]. Socially, hallucinations can misinform users and pose
safety threats, as exemplified by the recently-introduced Google Al Overviews® suggesting adding glue
on pizza or eating one small rock per day.*

Recently, knowledge graphs (KGs), knowledge bases including semantics and fact representations
in the form of triples, have emerged as a prominent solution for reducing LLM hallucinations [6]. In
fact, KGs contain verified factual knowledge curated from trustworthy sources, e.g., Wikipedia [7].
Many KG-enhanced methods for hallucination mitigation have been proposed, from KG-augmented
retrieval [8] to response retrofitting [9] and knowledge injection [10]. However, many solutions rely
entirely on external knowledge retrieval, which may fail due to KG incompleteness or absence of
up-to-date information. These approaches are often evaluated on information-retrieval tasks (e.g., KG
question-answering [11]), assuming that the external source of knowledge is complete and sufficient to
answer the question (closed-knowledge scenario). However, general-purpose chatbots frequently operate
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Table 1

Comparison between current approaches for reducing LLM hallucinations by KG grounding and our LLM-KG
symbiosis framework, highlighting the characteristic opportunities of each approach. The symbol O indicates
partial coverage.
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Approach Works Implicit External Reasoning 'P .

Claim Uncertainty
Knowledge Knowledge on KG .
Evaluation

No Mitigation

(standard LLM) [16,17] v N - - -
KG-Based Retrieval [18] - v - - -
KG-Based Retrieval

with Reasoning [10,19] O v v - -
KG-Based Comparison [9] v v - - -
KG-Based Comparison [12, 20] v v B o o

on Long Text
LLM-KG Symbiosis v v v

under open-knowledge scenarios, where the required knowledge is not restricted to a specific domain or
a predefined source. Moreover, long responses frequently contain a mixture of factual, non-factual, and
unverifiable claims due to their opinionated nature or the lack of external reference knowledge.

In this context, the following limitations emerge: i) evaluating hallucinations beyond binary classifi-
cation [12] and accuracy in question-answering [13, 14], ii) insufficient address of KG incompleteness
in open-knowledge scenarios, where multiple (potentially contradicting) sources may be needed and
factual counterparts for claim verification may not be available, and iii) a limited consideration of un-
certainty in evaluating LLM hallucinations [5]. While the combination of LLMs and KGs is considered a
viable solution to address each other’s limitations, e.g., LLM hallucinations and KG incompleteness [15],
the implementation of synergistic LLM-KG solutions remains largely unexplored.

This paper proposes an LLM-KG framework for reducing hallucinations after text generation, suitable
for open-domain questions and evaluation of long responses under uncertainty. Long responses are
especially challenging because they can contain a mixture of factual claims, hallucinated claims to
mitigate, and opinionated claims to be assessed for misinformation and polarization. Adopting a strategy
for reducing hallucinations after text generation allows both to evaluate LLM hallucinations for testing
purpose (even for closed-source models) and to mitigate factual inaccuracies at runtime without overly
limiting the generative power of LLMs. Our framework is a first step towards LLM-KG symbiosis
for reducing factual hallucinations, i.e., an approach to strengthen bi-directional synergy between
LLMs and KGs to mitigate hallucinations and misinformation. In this context, KGs support LLMs by
providing factual evidence and trustworthy knowledge, while LLMs enhance KGs with reasoning and
semantic-awareness to expand incomplete knowledge (e.g., by link prediction).

The rest of this paper is organized as follows: Section 2 discusses current approaches to reduce
factual hallucinations by KG grounding, Section 3 highlights open challenges in current approaches,
Section 4 describes our LLM-KG symbiosis framework for reducing factual hallucinations, and Section 5
concludes the paper and outlines future work.

2. State of the Art

Surveys typically distinguish two types of hallucinations: intrinsic, where generated content contradicts
the provided input or context (e.g., in text summarization) and extrinsic, where claims can only be
verified from external sources [1, 3]. While intrinsic hallucinations can be detected by comparing against
the LLM context, factual hallucinations require access and retrieval from external trustworthy sources,



e.g., documents or knowledge bases. In this paper, we focus on factual hallucinations, i.e., extrinsic
hallucinations that either contradict real-world information or fabricate new false knowledge [2]. Factual
hallucination detection commonly relies on self-consistency via multiple invocation [21] or confidence
estimation [22]. However, these methods assess internal consistency rather than comparing claims with
verifiable facts, failing when LLMs are over-confident in false knowledge or under-confident in correct
claims. KGs can address this issue by providing curated, verified knowledge for reducing hallucinations,
typically through KG-based retrieval (pre-generation) or KG-based comparison (post-generation).

KG-Based Retrieval KG-based retrieval is typically enabled by RAG (retrieval-augmented gener-
ation) [23], a popular approach to reduce factual hallucinations by grounding generation in external
documents or knowledge bases [24]. GraphRAG, first introduced by Microsoft Research [18], expanded
standard RAG to include graph structures, leading to higher accuracy in question-answering tasks,
fewer hallucinations, and improved LLM reasoning [25]. However, both RAG and GraphRAG can only
retrieve the knowledge contained in the external sources. Therefore, they adopt a closed-knowledge
assumption that limits applicability in real-world scenarios, where even curated encyclopedic KGs like
Wikidata [7] or YAGO [26] may turn out to be incomplete, outdated, or insufficient to answer a question.
Additionally, intrinsic hallucinations remain a latent issue of KG-based retrieval, which emerges when
the LLM summarizes and rewrites the retrieved knowledge into the final response.

To overcome the limitations of standard KG-based retrieval approaches, recent works proposed
to detect and mitigate hallucinations by synergizing LLM reasoning and KG-grounded information.
Among pre-generation approaches, MindMap [10], Think-on-Graph [13], and Reasoning-on-Graphs [14]
leverage LLM reasoning to extract more information from graphs. Generate-on-Graph [19] addresses
KG incompleteness by leveraging both LLM parametric knowledge and reasoning to augment externally
retrieved graphs, while Knowledge Injection [27] injects KG information into the LLM prompt for
in-context learning. Despite adding LLM reasoning, these approaches still rely on external knowledge
retrieval, constraining applications to closed-knowledge scenarios.

KG-Based Comparison KG-based comparison verifies LLM responses by detecting and mitigating
hallucinations after text generation. These approaches extract claims from LLM responses to compare
against external KG facts, e.g., KG-based Retrofitting [9] verifies LLM claims against external facts
and retrofits incorrect claims in the original response according to factual evidence. To assess long
responses containing multiple claims, FactScore [28] decomposes text and compares LLM claims
against Wikipedia to estimate hallucination metrics, although without relying on graph structures.
GraphEval [12] transforms responses into graphs and compares them with contextual factual triples by
framing the problem as a natural language inference task, albeit focusing only on intrinsic hallucinations.
Most notably, FLEEK [20] extracts individual claims from LLM responses, verifies each claim against a
KG triple, and suggests factual corrections. FLEEK classifies LLM claims as supported by the external
KG, unsupported or questionable, including a degree of uncertainty in factuality evaluation. However,
the system does not address KG incompleteness or calculate sentence-level hallucination scores.

In summary, KG-based retrieval approaches are limited by KG incompleteness and intrinsic hallucina-
tions. KG-based comparison approaches avoid intrinsic hallucinations but still require the completeness
of reference knowledge (e.g., to be improved by reasoning on graphs) and evaluation strategies for
multiple-claim assessment under uncertainty. Table 1 compares the current KG-based approaches for
reducing hallucinations, highlighting the main opportunities for each approach and describing how
LLM-KG symbiosis fits into the current state of the art.

3. Open Challenges

In this section, we describe the three main open challenges in current KG-based approaches for reducing
hallucinations, exemplified in Figure 1.
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Figure 1: Open challenges of current approaches for reducing LLM hallucinations by KG grounding, answering
the question What are common uses of a microwave oven? No mitigation approaches produce hallucinations,
KG-based retrieval approaches (e.g., GraphRAG [25]) reduce factual hallucinations but limit the contents of the
response to the source of knowledge, KG-based comparison approaches fall short of addressing uncertainty and
opinionated claims (e.g., KG-based Retrofitting [9]).

C1 - Multiple-Claim Evaluation Longer LLM responses contain multiple claims (some trustworthy
and some hallucinated) to be extracted and evaluated both separately and in combination. After claim-
level evaluation, appropriate response-level hallucination metrics should be computed. Addressing this
challenge involves (i) improving claim decomposition for long-form text, (ii) developing strategies for
aggregating claim-level evaluations into an overall response-level hallucination score, and (iii) defining
the meaning and application of hallucination metrics: while fine-grained evaluations are generally
more informative, binary classifiers at response-level may be more adequate for critical use cases such
as medical diagnosis.

C2 - Incomplete Knowledge While KGs are trustworthy sources of knowledge, they are also
limited and often incomplete. As a result, KG-based retrieval is limited outside of closed-knowledge
scenarios where the reference knowledge is assumed complete, e.g., domain-specific question-answering.
KG incompleteness is also a challenge for KG-based comparison approaches, which also need fact
extraction from KGs. Therefore, addressing this challenge involves (i) considering multiple KG sources
for detection and mitigation across domains, and combining evidence from heterogeneous sources (e.g.,
encyclopedic [7], commonsense [29], domain-specific [30] knowledge bases) by handling inconsistencies
and potential contradictions, (ii) improving KG navigation to expand the available reference knowledge
through LLM reasoning and link prediction, accounting for different degrees of factual evidence (e.g.,
logically-entailed facts and semantically-related facts), and (iii) combining different approaches for
claim-fact comparison, e.g., converting triples into text, or generating triples from text.

C3 - Uncertainty Not all content generated by LLMs should be evaluated. A flexible solution
for detecting and mitigating hallucinations must differentiate between scenarios that require factual
correctness and scenarios where responses should include uncertainty and multiple perspectives.
Addressing this challenge involves (i) differentiating between claims that require fact-checking and
claims that should be treated as opinions or unverifiable products of creativity (e.g., in scenarios such
as storytelling, use-case definition, or hypothesis formulation), and (ii) avoiding opinionated claims
that may favor misinformation and unfairness even if they do not contain hallucinations (e.g., fostering
Western-centric perspectives). While improving factual accuracy is fundamental, polarized opinions
can propagate historical biases, misinformation, and lack of diversity.

Finally, these challenges intersect each other: multiple-claim evaluation requires navigating and
integrating multiple sources to overcome limited and incomplete knowledge in KGs; uncertainty should
be accounted for when computing hallucination metrics, because longer responses can contain a
mixture of factual, non-factual, and opinionated claims; uncertainty should also be considered during
KG-retrieval, when inconsistent or contrasting facts arise from incomplete KGs or from reasoning on
multiple external sources.
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Figure 2: LLM-KG symbiosis framework for hallucination detection and mitigation. In the center, the Evaluation
Module compares LLM claims with external factual knowledge to identify and mitigate hallucinations. On the
right, the Retrieval Module searches for relevant knowledge across multiple KGs (encyclopedic or domain-specific)
to extract factual evidence. On the left, the Uncertainty Module identifies uncertainty and safeguards against
misinformation and bias.

4. Towards LLM-KG Symbiosis

While many approaches for reducing LLM hallucinations by KG grounding have recently emerged [6, 8],
addressing the open challenges outlined in Section 3 requires a deeper LLM-KG integration [15]. To
this end, we envision a modular framework for LLM-KG symbiosis (Figure 2) to achieve hallucination
reduction by combining LLM parametric knowledge, reasoning, and semantic understanding with
external, deterministic processes for KG retrieval and knowledge expansion. The modular nature of
the framework allows combining existing solutions (e.g., for claim-to-fact comparison [12, 31]) with
new approaches for evaluating hallucinations in multiple-claim responses under uncertainty. This
framework distinguishes responses that require factual accuracy from creative or intrinsically uncertain
responses, such as personal recommendations or political discussions. Text demanding factual accuracy
is decomposed into claims to compare against external KGs. Intrinsically uncertain responses are
subject to further actions to ensure trustworthiness beyond factuality (e.g., evaluating diversity and
bias to avoid misinformation). Creative texts do not require factual assessment. The Orchestrator is
tasked to identify whether an LLM response should be assessed for factual accuracy and evaluated
for misinformation and bias, depending on the content of the response and the nature of the user
prompt. This module can be implemented similarly to orchestration in multi-agentic systems, where
the orchestrator agent receives an input task and distributes it accordingly to the worker agents [32].

Our framework addresses the open challenges discussed in Section 3 in three separate modules,
outlined in the paragraphs below.

Evaluation Module (blue box in the center in Figure 2) addresses C1 by comparing LLM claims
to KG facts, supporting different comparison strategies and aggregating claim-level evaluations into
overall response-level metrics. This module is motivated by the need for new evaluation metrics and
benchmarks in hallucination detection [5, 33]. Claims supported by external knowledge are attributed
for increased transparency, while unsupported claims are mitigated with external factual knowledge.
Unverifiable claims (e.g., factual fabrication [2] or inconsistent retrieval results) are mitigated by
informing the user, raising awareness and caution about LLM-generated claims. Hallucination metrics
aggregate claim-level evaluation across two dimensions. A quantitative dimension measures the number
of supported and unsupported claims in the response. A qualitative dimension measures the distance



between unsupported claims and KG facts both in terms of semantics and graph distance. Finally,
for unverifiable LLM claims, a plausibility score should be estimated by measuring the semantic and
structural similarity to existing graph content, i.e., entities and relations are evaluated for meaning
alignment and structural compatibility with known triples.

Retrieval Module (green box on the right in Figure 2) addresses C2 by KG-grounded hallucination
detection from multiple and incomplete sources. This module tackles open-knowledge scenarios by con-
sidering multiple KGs from different domains depending on the user question, managing uncertainty and
inconsistency (e.g., lack of supporting evidence or multiple sources providing conflicting information).
Here, support from LLMs introduces a deeper layer of reasoning and semantic-awareness to address
the limitation of incomplete knowledge (e.g., performing link prediction). Reasoning-based approaches
for expanding incomplete knowledge have obtained promising results in question-answering tasks,
showing that LLM reasoning can effectively address KG incompleteness [19].

Uncertainty Module (yellow box on the left in Figure 2) addresses C3 for uncertainty identification
and evaluation. Opinionated and intrinsically uncertain statements require an assessment that goes
beyond factual accuracy. To avoid misinformation and polarization, adequate evaluation of viewpoint
diversity and cultural coverage must be achieved (e.g., by comparing against multi-cultural knowledge
bases [34]). Moreover, introducing a set of uncertainty metrics complements factual accuracy to achieve
reliable and trustworthy Al For instance, uncertainty metrics can evaluate diversity in LLM recom-
mendations [35] or assess multi-cultural coverage and biases using external KGs that map cultural
knowledge and stereotypes [36].

5. Conclusion and Future Work

This paper presented a framework with a modular architecture to enable LLM-KG symbiosis for
hallucination detection and mitigation. LLM-KG symbiosis addresses the main open challenges in
current KG-based approaches: factuality assessment and evaluation in the context of multiple-claim
responses, KG-grounded retrieval under incomplete data, and uncertainty management.

The main challenge of the proposed framework is about computational complexity, especially for
real-time factuality evaluation. In fact, the Retrieval Module searches for factual evidence for each LLM
claim, querying large encyclopedic or domain-specific KGs. To address this challenge, a first step is
to consider a hierarchy of knowledge, where external KGs are selectively and orderly queried based
on their probability of containing relevant triples, e.g., biomedical KGs queried first for medical and
pharmaceutical questions.

Future work includes implementing and testing the three modules composing the framework. Addi-
tionally, an important step is to define aggregated hallucination metrics under uncertainty, to enable
factuality assessment in long responses containing multiple claims. Modules are designed as stand-alone
solutions to a challenge and can incorporate different LLM techniques for advanced reasoning on KGs
(e.g., chain-of-thought [37] or plan-and-solve [38]). Moreover, this framework can support agentic
Al integration, which has been recently introduced to data exploration tasks [39]. The ReAct agent
in particular has been successfully tested for mitigating hallucinations [40]. To safeguard against
misinformation, an important step is to consider historical and cultural biases in KGs [41], their impact
on evaluating hallucinations, and how they can affect uncertainty verification (e.g., defining “famous
people” primarily from Western-centric sources).
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